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o Privacy Liability (including DPA/GDPR)

Case law developed independent of GDPR

* 5.13 DPA has separate concept of distress damage (changed by Vidal-Hall and GDPR)
e Tort of Misuse of Private Information

*  Duty of Confidentiality

* Art8ECHR

GDPR will clarify law across Europe and is expected to increase litigation

Halliday v Creation Consumer Finance [2013]: £750 (compensation)
AB v MoJ [2014]: £1 (nominal) £2,250 (distress)

CR19 v Police Service of Northern Ireland [2014]: £20,000 compensation (negligence) plus £1

(nominal DPA damages)

Vidal-Hall v Google [2015]: Claimants entitle to sue for compensation for misuse of private
information despite no direct financial loss

Gulati v MGN [2015]: individual privacy awards up to £250,000. Claimants entitled to sue for
mere “loss of autonomy” over personal information.

TLT v Home Office [2016]: Six awards between £2,500 to £12,500, including those not
named on the spreadsheet. Quantum based on personal injury psychological damage
awards.

Various Claimants v WM Morrisons [2017]: Vicarious liability for employee’s malicious data
breach.
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Personal Data: the new oil and its toxic legacy
under the General Data Protection Regulation
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The GDPR represents a step change in privacy
rights across Europe

Administrative
fines

Up to €20m or 4%
of total worldwide
annual turnover.

Group/Public
interest
litigation

Not-for-profit and public
interest bodies may
claim compensation on
data subjects’ behalf.

Right to
compensation

Data subjects may claim
compensation
for material and
non-material
damage suffered.

Data breach
notification

Controllers shall self-
report security breaches
to regulators within 72
hours and data subjects
without undue delay.
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Data Protection fines and

penalties vary hugely across I ol W
countries
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Perceived Anticipated
increase in last increase in next
five years five years



